
Robokeys ShellGuard: AI Command
Approval & Terminal Automation
Welcome to the Robokeys ShellGuard User Guide. This guide is designed for DevOps
engineers and developers, helping you securely integrate AI-driven automation into terminal
workflows using ShellGuard.

Key Features: Secure AI command execution, human approval workflows, WebSocket API
for AI integration, full audit trail.

1. Introduction

Robokeys ShellGuard provides a secure and auditable bridge between AI agents and terminal
environments. It ensures that commands executed by automated systems are vetted and
controlled, reducing risk and maintaining compliance.

Enhanced Security: AI-driven commands can require human approval.
Full Auditing: Logs every command, approval, and outcome.
Controlled Automation: Executes commands safely within defined boundaries.
Developer Efficiency: Built-in tools for testing, debugging, and training AI agents.

2. System Overview





The system is built around the RKCL Command Approval Engine and includes these main
components:

AI Command Approval Center: Web dashboard for monitoring and approving actions.
Terminal Test Client: For manual and automated test interactions.
Admin Dashboard: SSH session monitoring and system stats.
Debug Dashboard: For troubleshooting workflows and event activity.

3. AI Command Approval Center

This dashboard displays pending approvals, auto-approved commands, and allows human
intervention when needed.



4. Terminal Test Client

The Terminal Test Client lets developers send commands manually or script interactions for AI
training and debugging. It connects via the same WebSocket interface that AI systems use,
ensuring realistic tests.



5. Admin Dashboard

Provides real-time visibility of SSH sessions, command execution status, and workflow
performance.

6. Debug Dashboard



Offers deep insights into workflow state, event bus activity, and processing timelines for
advanced troubleshooting.

7. WebSocket API

The primary integration point for AI agents is the WebSocket JSON API. It allows secure,
structured communication with ShellGuard for command approval and execution.

Example Connection

Connect your client to the WebSocket endpoint (replace



yourhost

as needed):

ws://yourhost:8080/rkcl/ws

Example Request

{
  "command": "ls",

  "session": "default"

}

Example Response

{

  "status": "PENDING",

  "id": "cmd-12345",

  "message": "Command submitted for approval"
}

Once approved, the response will include execution output:

{

  "status": "APPROVED",
  "result": "file1.txt file2.txt"

}

Tip: Use the Terminal Test Client to validate your integration before deploying AI agents.

8. Quickstart Guide

1. Start the ShellGuard server with your configuration.
2. Access the Approval Center at

http://yourhost:8080/approval

.
3. Use the Terminal Test Client to send test commands.
4. Integrate your AI system using the WebSocket API.
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